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Business-Driven IT Management

= Manage IT according to high-level business goals
= Discover relationships between all IT layers

Business Processes
(SAP processes, CRM processes, ...)

|
< Applications
(DBs, applweb services, middleware, ...)

Infrastructure
(servers, routers, switches, appliances, ...)

= This talk is about using NetFlow for automatic relationship
discovery
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What is NetFlow?

= The “phone bill” for traffic in IP networks
= How much is who talking to whom over what protocols with which
applications?
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= Flow definition

A flow is a set of packets passing an observation point in the network during a
certain time interval.

All packets belonging to a particular flow have a set of common properties derived
from the data contained in the packet and from the packet treatment at the
observation point

= Flow-based network profiling differs from monitoring of network and system
devices

— State information is polled with device monitoring typically
— Application flow information is pushed with profiling
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What is NetFlow?

= Primary technology for ...
— Network accounting

— Bandwidth usage analysis

— Network anomaly-detection —
= Emerging technology for traffic
engineering and capacity planning Collector and
analyzer
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Flows and Flow Events
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Flow Event Pairs
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Flow Correlation
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Flow Correlation Confidence
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Implementation
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Flows Services
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How Do Relationships Enable BDIM?

= Example 1:

Problem statement: Identify opportunities for application co-location on
single servers.

Business objective: More accurate transition plans reduce actual
transition costs. Smaller number of servers. Reduced future operation
costs.

Action based on relationship information: Suggest co-location of
applications onto single server according to service dependencies and
acceptable server loads.

= Example 2:
Problem statement: Find optimal staging of server relocations.
Business objective: Cut relocation costs.

Action based on relationship information: Schedule relocations for minimal
business impact.
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Application in CRM Siebel Production Environment

= Relationship discovery revealed traffic, middleware, and application
relationships
= Discovered relationships:

Siebel server dependency from backup service

Application server dependency from database
Web server dependency from authentication directory

CRM business process dependency from IT assets X1, X2, ...
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Summary and Future Work

= Understanding IT relationships and dependencies
is key for enabling BDIM

= Relationships can be discovered from NetFlow
information which is available in most networks

= Advantages over active and agent-based discovery
methods

= However, still a gap between business level and
infrastructure/application level

= “Shockwaves” may help to bridge this remaining

gap
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Thanks!
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